HH¢OpMaL}MOHHO-CI’lpCl@O’-lele mamepuaisl no IHCUBHEHHOU cumyayuu
«3au;uma om MOUuWEerHHUKO6 6 cemuy

B pamxkax ¢eaepanpaoro npoekrta «['ocynapcto amns monaein» Munmudpsr Poccun
n Anamutmyeckul neHtp npu IIpaButensctBe Poccuiickont denepannn peann3oBaiv
mupoBO  CEepBUC 1O JKU3HEHHOW cuTyanmuu «3amuMrTa OT MOIIEHHUKOB
B cerw» Ha EguHOoM TopTaie TOCYIapCTBEHHBIX MW MYHHUIIUNAIBHBIX  yCIyT
(manee — ['ocycnyru) B LI€sAX MPECEUEHHUS U MPEAOTBPAIICHHS] MOIIEHHUYECKUX JACHUCTBUIN
(https://www.gosuslugi.ru/scammer_protection).

CepBuC MpeOCTaBISIET BBIOOP CIEAYIOMMX cUTyalui: «MOIEeHHUKH NMbITAI0TCA
nojayunts aocryn kK Docycayram» (3Ta cuTyalusi HampapjieHa Ha TIOMOIIb
B BOCCTAHOBJICHMM KOHTPOJS HaJ Y4YETHOM 3amuchio) U «S Xody 3alUTHTbCS
OT MOLIEHHMKOB B ceTW» (B JJAHHOW CUTYallMH PeYb UJIET O CIOCO0ax MpeJOoTBpAICHUS
IPECTYMHBIX JEHCTBHI).

B pamMkax mepBo#i cHTyaluM Ipe/CTaBlieHa MOAPOOHAs] MHCTPYKLHUSA, B KOTOPOU
collep kUTCs MHGOPMAIUS O TOM, YTO JieJaTh, €CJIM TPaKIAaHUH YXKE COOOIIMII MapoJib
nnn xkox u3 CMC momeHHUKaM.

B paMkax BTOpoOii cuTyaluu paccMaTpHUBAIOTCS MEPhI, HAIPABJICHHBIC HA 3aITUTY
OT KHOEPIPECTYTHUKOB (3ampeT Ha ACUCTBHUS ¢ HEIBIKMMOCTBIO, 3allpeT Ha 0(hOpMIICHHE
JIOTOBOPOB CBSI3H, 3allpeT HA IMOJYYEHUE KPEAWTOB W 3alMOB, 3alllUTa YYCTHOW 3aIHCH
C MOMOIIBIO JOBEPEHHOTO KOHTAKTa, MpaBuiia 0€30MacHOCTH MPHU Tele(OHHBIX 3BOHKAX ),
a TakKe TMPEeACTaBICHbl METOJbI TMPOTHBOACUCTBUS (PUHAHCOBOMY MOIIEHHUYECTBY
Y YEK-JIUCT 10 IU(POBOIA TUTHEHE.

Cnpaeouno: camozanpem — 006p0OB0OIbHOE 02paHUUeHUe, KOMOopoe Yelo8eK
cam Ha cebs Hakaaovleaem: umodbl HUKMO He CMOo2 0Qhopmums Kpeoumsl U 3atimbl
Ha e20 UMsi — HU OH CAM, HU MOWIeHHUKU («3anpem Ha noiyuenue Kpeoumos
U 3aUMO8Y»),; UmMoOblL He 0ONYCMUMb COBEPULEHUS. COEIOK C HEOBUNICUMOCTbIO De3 e20
JIUYHO2O0 YHACMUsl KaKk cOOCMEeHHUKA («3anpem Ha 0eticmeust ¢ HeOBUNCUMOCTBION) ;
umoObl HUKMO He CMO2 3aKIIoYums 002080p HA MOOUNLHYIO C653b OM €20 Juyd
(«3anpem na oghopmnerue 002080p08 C853U»).

Hosepennviti_xonmaxkm (oanree — JK) — smo Oononnumenvhas sawuma
yuemnou 3anucu Ha I'ocyciyeax om Oeticmseuti mouwenHukos. [[K moowcem cmamp,
Hanpumep, poocmeeHHux uau opye. llpu nonvimke 6occmanogneHusi O0ocmyna
K Y4emHoll 3anucu noiv3osamess Ha Homep menegona K 6yoym npuxooums cmc
07151 noomeepcoeHusi 60ccmanosienus napois. IK noomeepoum 3anpoc, monvko
K020a yoeoumcs, 4mo nojib308amens He 66005m 8 3a0J1ydcoeHue.

Kpome Toro, Ha cTpaHuIle pa3MEIICHbl TMOJIe3HbIE WHCTPYMEHTHI IS
KrOepOe30macHOCTH.

B karajgore o0yyawmux KypcoB coOpaHbl MaTepuanbl M0 IHUPPOBOIi
TPaMOTHOCTH — OT MPABUJI PE3EPBHOTO KOMMUPOBAHUS JJAHHBIX JI0 METOJ/IOB PACIIO3HABAHHUS
mundeitkon (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxke pgoctynHa 0a3a MOIIEHHHMYECKHMX CXeM, KOTOpas IIOMOTaeT Yy3HaTh
00 aKkTyallbHBIX criocobax obmana. Ha maHHBIE MOMEHT B HEHl cofiepkuTcsa 86 cXeM ¢ ux
kpatkuM onucanueM (https:// www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1).
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JIns OLeHKHM CBOMX 3HAHWM, B CBOIO OYEPEIb, MOKHO IIPOUTH TeCT MO HM(ppPoBOit
rPaAaMOTHOCTH, KOTOPBIM ONpEeNeNuT YPOBEHb OCBEJOMIICHHOCTH B JTOH cdepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

Crour OTMETHTh, YTO B paMKax BTOPOW CHUTyallMd, CpPEId MPOYETO,
HaxXoguTcs  cchuika Ha  paszaen  «KubepOe3omacHOCTL — 3TO  NPOCTO!»,
rae coOpaHa mone3Has uHQoOpManus O  pa3HOOOpasHbIX IUGPOBBIX  Yrpo3ax
(https://www.gosuslugi.ru/landing/cybersecurity).

B oTaenpHbIX OyOKax pa3MelIeHbl PEKOMEHJAluu M0 KHOeprpaMOTHOCTH,
crenuaibHO pazpaboTaHHBIE IS AETEH U MOXKUIIBIX JIFOJIEH, KOTOPBIE CUMTAIOTCS Hanboee
ySI3BUMBIMH B UHTEPHETE.

Oco0oe BHMMaHHWE yIENEHO 3alluTe OT (hUIMHTa, CO3IaHNI0 HAJAESKHBIX TaposeH,
3alUTe MOOMJIBHOTO YCTPOUCTBA ¥ NPOPUIAKTUKE TeAe(HOHHOIO MOIICHHUYECTRA.

[TomMuMO 3TOr0, Ha CTPaHUIIAX OOEUX CUTYal[Ui pa3MellleHa MAMSTKA C M0JIe3HbIMH
CChLIKAMM: Ha MHTEPAKTUBHYIO KapTy ¢ aapecamu MBJl Poccun; Ha nonauy 3asBiieHus,
KaIOOBl WM TpeiokeHus depe3 odunmanbubiii cailt MBJl Poccuu; Ha BO3MOXHOCTH
MOJIYYUTh OECIJIATHYIO KOHCYJIBTAIMIO M MIOMOIIb FOPUCTA T10 3aIUTE MPaB.

Taxxke B pazgene «Yacteie BompochkD («MoryT JM MOIIEHHHKHA MPOAaTh
HEJIB)KUMOCTBY») HaXOJMTCS CChUIKA HAa HMHTEPAKTHBHYIO KapTy ¢ ajJpecaMmu
MHOTO(YHKIIMOHANBHBIX IeHTpoB (M®II).

Kpome toro, Ha crpaHunax ob6eux CUTyalluid pa3MENIeHbl CCHUIKH, MO3BOJISIONINE
IPOBEPUTH KPEIUTHYIO HCTOPUIO, COOOMIUTH O TMOAO3PUTEIHLHOM 3BOHKE, MPOBEPUTH
o(OpMJIEHHBIE CUM-KapThl, [0J1aTh kaj00y Ha BPEJOHOCHBLIN MHTEPHET-PECYPC, a TAKKe
OTBETHl HAa 4YacTO 3aJaBacMble BOIPOCHL: «Kak HACTPOWUTH KOHTPOJIBHBIM BOIPOC?»,
«Kak aHHynMpOBaTh KpPEIUT, €CJIM MOIIEHHUKN O(OPMUIIU €ro Ha Bac uepe3 ['ocyciayru 7»,
«KT0 Takoi Ipon U Kak He MOoNnacTh B MPECTYIHYIO CXeMY?» U T.A.
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